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Fault Detection Filter and Controller Co-Design for
Unmanned Surface Vehicles under DoS Attacks

ABSTRACT

In recent years, unmanned surface vehicle has been widely used in civil and military
fields. The main reason is that unmanned surface vehicle is easy to deploy and operate
in some dangerous and extreme environments and perform dangerous tasks that are not
suitable for personnel. At present, we use wireless network and remote control station
to control the movement of the unmanned surface vehicle. The introduction of
networked control system into the unmanned surface vehicle brings some benefits, such
as high flexibility, low cost and easy maintenance. But there are also some problems,
such as network induced delay packet loss, packet loss caused by network attacks,
limited energy of network nodes and so on. In addition, the networked unmanned
surface vehicle system may occur fault, which will affect the stability of the system.

This thesis aims at networked unmanned surface vehicle system with DoS attack
causes network packet loss and actuator fault. For one thing, the wireless link is
unreliable. The networked unmanned surface vehicle system has network delay and is
vulnerable to DoS attacks, which leads to the communication channel blocked and the
data packet cannot be transmitted normally, thus affecting the heading control
performance of the unmanned surface vehicle system. For another thing, the actuator
fault will reduce the reliability of the unmanned surface vehicle system. If the fault
cannot be detected in time, there will be security risks. Therefore, it is practical to design
an effective heading control and fault detection method for such a more complex
networked unmanned surface vehicle system. Based on this, this thesis proposes a
design method of fault detection filter and controller. The main work is as follows:

1.A fault detection filter and controller co-design method based on observation is
proposed for networked unmanned surface vehicle system under DoS attack.
Considering the network delay in the network channel between the sampler and the
control station and the packet loss caused by DoS attack, a new networked unmanned
surface vehicle system affected by external interference such as wind and wave and
actuator fault is constructed. Based on this, the fault detection filter and controller co-
design method based on observer is proposed to effectively control the heading stability
and detect the occurrence and location of the fault in time. In addition, these design
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criteria can ensure the sensitivity of residual signals to actuator faults and the robustness
of unmanned surface vehicle system to external disturbances.

2.A fault detection filter and controller co-design method based on adaptive event
trigger mechanism is proposed for networked unmanned surface vehicle system with
limited node energy and aperiodic DoS attack. In this method, considering the more
realistic problems of node energy limitation, an adaptive event-triggered mechanism is
designed on the network channel between the sampler and the control station to
dynamically update the trigger threshold, effectively reduce the number of triggers,
improve the utilization efficiency of network resources, and reduce the impact of
aperiodic DoS attacks on the performance of unmanned surface vehicle system.

KEY WORDS: unmanned surface vehicle, networked control system, heading control,
fault detection, event triggering mechanism
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Figure 1-1. Structure of networked unmanned surface vehicle control system
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T s &(t)

E{v(®)} < E{"(®) [ZefP (17181 + pﬂzez) +e, TQe, — e, TQe,
—(e; —e2)"R(e; —e;) — (e1 + e, —ey)” (2-27)
X 3R(e; +e; —ey) — (e, — e3)"R(e; — e3)
— (e; +e3—es)"3R(e, + €3 — e5)

(2-26)
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+ (e, + ﬁHZeZ)T R (e, + plle,)

+o(Mze;) R(ILe,)]¢(6) + 8247 (DR(®)

RAEET R AN B, PASRAR(2-22), wI%n B2 EV(D} <0, W R%
(2-16)# i B Ew (t) = OB 237 R e 1
2.3.2 H, " BEST 17

RIEE T 2-1, Rl PR R5(2-16) [ Ho, TG By (78 0 561

SEH 2-2 4552 DoS Wi S Hp, o, WHES>0, U aAREK, WA &
FEREL, b iR 253 A PRV, £ 8 DoS Miili(2-11) T R4t (2-16), #47
TEIEEXFRHFEREP, Q, R, fHX(2-22)pk r, LAR R HIAEE A AT :

A, A,
[* A3]<0 (2-28)

U DoS Hriki(2-11) N 1 R 48 (2-16) ¥ U5 A i€ I HAT 18 7€ I Hoo T-IRIEIRFEHLy
Hrh,

© e{Pl; efll] +pe;Il; eINI eICT +p(t)elCT eTCT
Ay =|* —V2 3 , A= o cT 0
* * —(SR)_l 0 0 0

A; = diag {—(O'SR)_I, —I,—a_ll},
0= 2e1TP (17161 + ;517262) + elTQe1 — e3TQe3 —(e; —e,)TR(e; — e,)
—(e; +e; —e)"3R(e; +e; —ey) — (e, — e3)"R(e, — e3)
—(ey + e3—e5)T3R(e, + e3 — es) + a(I1,e,)TR(I5e,)
iER. TR (2-23)MiE K Lyapunov BRI Hrw(t) # ORI HIEE 2 45(2-16)
[ H o, 12 BE -
KT w(t) # 01 &5:(2-16),
¢() = ,0(t) + p(OM,p(t — (1))
=;4(8) + (p(t) — P9 (t — 8(8)) + Mzw(t) (2-29)
+plLp(t — 5(1))
AL =T, + plLe(t — 6(8)) + w(), 1, = (pt) — Pe(t —8(t))
MEGE) =1, + L, TRAHEGE
E{¢T(ORH(D)} = E {(l‘1 + l‘z)T R(T,+ l_z)}
= E{ITRI, + TR I, + LRI, + TR I} (2-30)
= E{ITRI, + RL,}

\
/|
-
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E{ITR I} = (Mo (1) + pT,0 (¢ — 5(8)) + H3a)(t))T R (Typ(t) + pTI (¢ -
5(t)) + l'[3a)(t)), E{lRL} =0 (H2¢(t — 6(t)))T R (l'[qu(t - 6(t)))o

54, BATEXT(@®) =[p@®) ¢(t=6®) ¢(t=8) 55015 P()ds
2[00 p(s)ds|, TBAR@-24)THALR I TR

- 3-8(t) Jt-8
E{V(6)} < E{T () [ZelTP (171e1 + 1517262+H3a)(t)) +eTQe,
_e;Qe3 —(e1—e)"R(e; —e;) — (e; +e; —ey)”
X 3R(e; + e, —e,) — (e, —e3)"R(e; — e3)
—(e;+e3—es)'3R(e, + €3 —es) (2-31)

+ (e, + ;517282+l'l3a)(t))T R (e,
+ pll,e, +H3w(t)) + U(nzez)TR(Hzez)]((t)
+62¢T (HRP()

BTk, FATEIALLT $ER:

H= f (T (O1(8) — Y2 (o (®)dt (2-32)
0

FIEEYIRARME N, AR 8 5E:

H= f (R @Om(O — 72T ©w(®) +V(©) ) dt - V(T)
0 (2-33)

< j (7 Or(t) = v2" (Ow(t) + V(©)) dt
0

5 (2-28) oL 7] LRERT (D)1, () — Y2 0T (H)w(t) + V(t) < 0, #t—FHal Ll
fHIFH < 0. 4T — oo, NH FIIAZER BT

[0e]

j mreT(t)re (t)dt < y? J wT (Hw(t)dt (2-34)
0

0

HIEAT A (O, < vllw®)]la, w(t) € 1,[0,0), P &K DoS Bt (2-
11) FHIFE R 45 (2-16) ) kasE, HAREH MERE. RN, yll/, RYH, MERE
AT
2.3.3 1EHIRRIIT

B2 ROR, BRATTBE U I T M0N0 P 55 A 0 3 3 i A 42 1) 5

SEHE 2-3 255€ DoS WiliZ¥ip, o, WIIES>0, RGHEZFFEK, MM
FEREL, SRRk AR 3G s H PRV, F5& DoS Mili(2-11) T £ 4i(2-16), #1147
FEIEEXFREERED, 0, R, U, M FHIAZERET:
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lAl ézl <0 (2-35)
* A3

W DoS Hidi(2-11) b IR Si(2-16)¥ 75 Fa e I KA 18 %€ I Hoo T-IRILIRFE Ky - TF
LR RO 5% ) A s A O 0 s 2 R 425 1) 4 U 9 2 bl R 30

K=ZxU"
L=2x,U"tcT(cc™)™t (2-36)
V=2xU0"1cT(cc™H!
Hr,
Q T TTiT T ~
_|® all ellitpellzl - Tolfl el CT +pefC] efC]
Al =|* =Y I H3 ’ AZ = 0 (_:g 0 ’
1
« o« —=(R-2U) 0 0 0

K = diag {= (R - 20),-1,—ol},
0 = sym|ef (M e; + pil,e;)] + €] Qe; — e Qe; — (e; — e2)"R(ey — ;)
—(e; + e, —e))"3R(e; + e, —ey) — (e, — e3)"R(e; — e3)
—(ey +e3 — e5) 3R (e, + e3 — e5)

= _ [AU = X, 2, = _ 10 =2,
M = [ —BS, AU+B)71]’ m=[, 7
C~1 = [23 _23]’ 52 = [0 23]: (.7 = diag{U, U},
JEB. 4P = diag{P,P}, % XU =P, UQU =0, URU = R. A (2-28)c

At A3 35 (2-35) . IEFHSEEE.

2.4 Mg Tt A7k {7 B SE A

AL DoS Huiki T iR ALTE N OKTE BE R g8 0B, S8 IE T e v iR e e
TEP AR AR G IR RN . AT B AR NTUE EIRER S (5, 0]
LT PR R AN A (R ARSI B P R A R B AR SCRR I, T8 A K THI i
RAZHU T

1.0852 0 0
M=[ 0 2.0575 —0.4087]
0 —0.4087 0.2153
10.0865 0 0
N=| o0 0.0762 0.0151] (2-37)
) 0.0151 0.031
'0.0389 0 0
G=| o0 0.0266 0]
0 0 0

/Q"\A=_M_1N7 B=M—1) ﬁ
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—0.0797 0 0
A=| o —0.0818 —0.0577]
L o0 —0.2254 —0.2535
09215 0 0 (2-38)
B=| 0o 07802 1.4811]
0 14811 7.4562

C=1
BA14E DoS Wiz ¥p =01, 6=0.1, § =0.1s, h=0.01ls, y =+10.
T ORI P 5 e U S 0 4 AR ) s 1) 38 2 ] e 3 2-3 SR AR 2

'—2.1320 0 0
K=| o —4.0863 0.8613 ]

0 0.8260 —0.4233

2.0909 0 0 ] (2-39)
L=| o0 2.0949 —0.0671

| 0 -0.1369 2.0229

0.0004 0 0
V=| 0  0.0003 0.0007]

0  0.0005 0.0035
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Figure 2-3. External disturbance
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Figure 2-4. The sequence of packet dropout when DoS attack occurs
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Figure 2-5. The response of yaw velocity error
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Figure 2-6. The response of yaw angle
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Figure 2-7. The response of heading control signal
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Figure 2-8. The response of surge velocity
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Figure 2-9. The response of sway velocity
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] 2-10 A1 2-11 ¢ B e A A I JE A OKTHIE & SeAT e ORAE AT P AR g .t
Kl 2-12 ATANPAT SRS 5 f (O BT R AR SR 5 M BIsEm, Sl AR =Ty
AT AR b i A A, IR A A AR AE RN IETE L & 2-12 P
W B O AT TR R BANZE € IR 2 10s IR AR, &l 2-12 #1213 /]
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Figure 2-10. The yaw velocity error response with f4(t)
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Figure 2-11. The yaw angle response with f4(t)
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Figure 2-12. The residual response with f4(t)
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Figure 2-13. The residual evaluation with f(t)
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N T B UE WY TR (R R 0 S T DU AR, AT B AN T AT AR
B A5 5 f, () R A5 S A 17 07 1A F .

0.03sin(t), t € [20s, 24
fz(t)={0 . )E{@[ v

FH ] 2-14 F1 2-15 W] DLBH 2t i 3024 g e A8 B8 T K T RE 22 S 475 e PR e AT
AR, B 2-16 A1 2-17 R] R 5 Re A AR I R g R ) T HA 2 A 1)
J5 ) AR, Ak 2 R R ORI B S R R AT AR R, HLnT DUE HAE
20s IF i el S P A H ok, EBRZ O VA AT SEME . B BT AT el R, — Bk
AFEs R AR, BIAE RN KB T AEAE DoS By,  FE T WL AR AR 0 g e 2% AT
RE SIS AR A U (5 S, PRIETC AOKITE RG24, BX AP ATIEA
BRI B

(2-41)

AT PR i T P B R R 22
— — — JC AR P B R R
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Figure 2-14. The yaw velocity error response with f,(t)
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Figure 2-15. The yaw angle response with f,(t)
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Figure 2-16. The residual response with f,(t)
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Figure 2-17. The residual evaluation with f,(t)
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Figure 3-1. Structure of networked unmanned surface vehicle control system based on event
triggering under DoS attack
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{é(t) = Ae(t) + Bu(t) + w(t) (3-1)

y(t) = Ce(t), ey = e(ty)

Her, e(t) €R?, u(t) € REDHFERRGIRERSHMAGHEHIFN, w(t) €
RUARFMS, BTLI0 o), WKREe, € RY, A, B, CHHINMNOHTIE
EYEE R BRI, y (O R T

Ty ANERATTZE BTG N K TR 58 Gt AT 28 0 () BRI A 8 T AN SR ST

é(t) = Ae(t) + B(u(®) + f(©)) + w(t) (3-2)

b, f(t) € REERHAT SR IIRAE 5o IBAREZNETTHE(B-1) Al LRk

{e‘(t) = Ae(t) + B(u(®) + f(t)) + w(t) (3-3)
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HH, tonh = hgo

SR TE N KT E R 40 7] ARG IR e 2 it [ 5 A, nx(3-3) i, BB TE
To N KA P2 1) B 48 rP ST NI 28, SR I T R i I [ 6 250 P 2 A T ik ik
753 M, SR, BEJS I AR GE A e M40 A AN ) 45 e v 0 2 T e S I TR RE 2R 1Y
DL S A 0 IF T TRD GG 70, 42 ) 435 5 19038 488 B BIOR R s B O (18] 1 A9 4%
kTR

Wy, .0 0 < 8y, < SHMBALIIN Zt, IR IE . 2B L R + 6,
I 2B B — B e nh + 8¢y, T2, T 42 81 IO 21 A A 3 4
S LUR N R AT
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7(t) = y(tnh) (3-9)

ety t € [tinh + 8¢, o tisrnh + Ogyy )0
FE X T = [tinh + 8ty tivanh + 8eyy,) TP EIN [FFIRGT,  201F -

my
Tiem = U Om (3-10)
m=0

\
/|
=

my = tgpinh — tgnh — 1,
B0=[tknh + 8¢, . tinh + 8y, + R)>
Om=[tinh + ¢, , + mh, tnh + 8, + (m+ 1h),
emk:[tk,nh + 6tk‘n + mkh" tk+1,1’lh + 6tk+1,n) °
5E X S n ()TN 1 () 7370 9T A& R B R ZE R B, )
6k,n(t) =t — tk,nh — mh
Men (@) = ¥(tinh) — y(tenh + mh)
3K (3-10) F1 (3-11) FRATT v LAKIIE 8y, (0) M40 BE A Tk M iR 2, HLii 2 F 41
ANGE

(3-11)

0 <6, < 8n(t) <max{6y, .6, J+h<E+h2by (3-12)

Horfr, SRIZMZEIIIE B AL, 8y 327 W 2% I 18 S AR AL i AR DG 1) | 5 24
TR 2 45 il st B WA 38 1 45 5 ) DA IR R 3

() = y(tinh) = ¥ (t = 6en(®)) + Nen(®) (3-13)

3.2.2 HIREAG MR 2E AT HIBS A EI T
TEAEAE DoS Bl FHAPAT 25 5= 1 W 250 T NOKTHIE R g, BATIIA
E & S Al AL, IR R DA 28 T U0 0 5% 110 55 s ke 0 30 3 2 AR 4 il 2% 2k 2
A TR 2 S T AN N -
Mt € Tin N Ty I,
{é(t) = Aé(t) + Ba) + L(F () —9(®))
y(t) =Ccet)
r(®) = V(FHE©) - 9(0) (3-14)
\a(t) = Ke(®)
At € Ty 11,
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{é(t) = Aé(t) + Ba(t) — Ly(t)
r(t) = -Vy(t)

Hrr, e(t) eR™, $(t) €RY, r(t) € RT, 4U(t) € R™ % B F 7 J T W00 1) g e
RO 3 2 A B RS . Fr . FREG S AN, L, V, KATKE
28 (3-14)F(3-15) 737 TE DoS i M DoS Buki 1 i T i g B A I i€ 9
A g il g e A vt 201, 2N(3-15) T Iy (@) Ma(e) M (3-14) A1 IA], oA 3%

To N 7K T FE PR 42 A B\ BT EAS A A

(3-15)

u(t) = 1i(t) = Ké(t) (3-16)

T L) =e(t) —e(t), dia bimpI(3-5), (3-14), (3-15)LL K (3-16)
CIECE- (R v
Ht € Ty N Ty g

9(t) = (A= LO)@(t) + LCe(t) — LCe (t = Sn(t) )

—Ln(t) + Bf(t) + w(t)
Ht € Ty I,

(3-17)

@) = (A= LO)o(®) + Bf () + w(t) (3-18)

3R (3-17)F1(3-18) 43 il T /- . DoS Bk AT DoS i (1ML T

E X p@) =[e"@®) "], w@®=[fT1) w®], nl)=r() -
f(t), 4i&R(3-14), (3-15), (3-16), (3-17)F1(3-18), FATAILAFSEI4n T M 4%1k
To N IK T HE R PR R 4

$(6) = Ty p(6) + Tap (£ = 6 (D)) + My (6) + My (2) .
R (8) = G (D) + o (£ = 8in(®)) + Camen () + Coo () (3-19)

d() = Myp(t) + Mw(t)
{re(t) = C1¢(t) + Cow(t) Rl

s = [l = lo ol m= [0 =l )

C,=[vc -vc], C,=[vCc -vC], C3=V, C,=[-1 0].
AN, RNT RN, AT B ZEE VR BRI R BT

1

t 2
J(t) = ( f ()1, (s)ds) (3-20)
0
T ZE VT BRI BB E R s
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= Su t
Jen w(t)ELZ’I;(t)zol ) (3-21)

AR iT LAAS 20 g e ) 5 7 «

{](t)> Jen, AR
J(@©) < Jen, ToHPE

Rl R ZE VAN B G o — 0 I BRMES 15, BT DA RS I AT 3
FEAENSE, 32 fl R PAT 2R, BT AT DR — L84 it fRAIE T A\ /K TH i &R
GUAE 28I T (R IR) 22 4

TEPLSE M IR T, AT PUR0 28 Mo 55 R 25 & T s A5 5 A il
PATTA BT () S A N 2% P DA 3 e R 3R ) 52 ) S I R v Aff % o b A ) il s
IR A FERIHL, DoS Bl T da f i Ik H &, EIXME oL 3 Kk
RN 2 2 B, T 2 T SRR A MR 2%, DoS MU i ik 2215 S, ()
[ 52 m] LLZES AN TE o PR FRAT IR R U A7 AE AT a8 Wl R i, 22 TRA R 3L
J@) At EIE],, -

PLE, P4 TE NKTHE IR R G D E i se be, N — 3 RATE X H13F &
Gt AT AR ENE AT, FREAT Ha ) 3 A RS I Y 2 T

(3-22)

3.3 IRE M FEHI Rt

AT BT XS AR 3.2 AL IE X W 28 A e N KT RIE PH A 38 SR A e TR EAT 70 AT,
FFAE IR A E e v SR A ) W e e I i e s AT i 4 o AELRZZHT, R
F LR 51 HRIE S

FIE 3-10% Xf T4 5 ER > 0, fE[a, b] » R™ LR FTH ELL K o H
PATN AN UL :

b ) 1 T
f 7 (IRG(5)ds = —— ($(b) — p(@) R($(b) — $())
a b-a (3-23)

+ QTRQ

b—a
Hof, 0= 9@ + o) — 72 f, d(s)ds.

51# 3-204 %ﬁ?%ﬁﬁ@R=m>o,ﬁEﬁmsawmﬁﬁE HZ

0. Haxtvr € (0,1), H FIARZERLT.:
'R
T
1
1—1

S 020
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RS T T R RN A R BRRE .

5|3 3-30271 455 DoS Wi Z ¥ Amins dmaxs Tp € Rsgr BFIES,>0, iFHY
s FEPEK, WU ES N A AR REL, MR AW IR AR R ARV, DL RHE Ha; €
(0,0), emax € (0,1), FHEIAEEH DoS Biti(3-4) T w(t) = O R 5i(3-19), #
AR IE XA EP;, Q;r Ry i € {12VFIAE 4 REW, WG I R4 (3-
193, f

e 2at-h)y(p ), t €Ty

V() < {
e2@2(t=tn-0n)y (h, 4+ A,), t €Ty,

(3-25)

FEX 3-1271 FEXhvr >0, fFfEc >0, > 0flif5p(t) < o P Yol s HAL,
WZRGHREFEE . o, IYolls = sup_s<e<o{l0@OIL || D]}, BAREmZ.
331 RBEMSH

EH 3-1 455E DOS BB HAmins dmaxs Tp € Ragr MIES,>0, IR
FEFEK, WIS a5 FE REL, Wbk M a3 s FE PRV, DLACH B a; € (0, ),
i € (0,0), &max € (0,1), FHREIEFHH DoS Biiti(3-4) FHw(t) = 0 R 45(3-19),
TAFAE I E N FREEREP,, Q;y Ry i € {L2VFIA G4 EW, i FHIARZER
JR AT

P, < 11,P, (3-26)

P, < pje?(@ta)dmup (3-27)

Qi < p3-iQ3- (3-28)

R; < uz_iR3; (3-29)

0<2p= 201 Apin — 2(@1 + @2)8y — 2admax — In(py ) (3-30)

Tp
T PR 2R 8(3-19) 75 T 2% FE Al & A DoS Xili (3-4) N2 & Rk, H,
P IR R G0(3-19) I IR
UEBY. T 513 3-2, ASCHIE T 8150 B Lyapunov BRI

Vi(®), t€ETn NIy,

(3-31)
V,(t), teT,,

V(t) s{

N
Vi
=

t

Vi(t) = ¢T(OPip(t) + 7 (5)e2V' w9, p(s)ds

t—8y

0
t i .
+6Mj $T(5)e? D' @R, d(s5)dsdo
t+6
-8y
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B 5| 3-1 fi 5| 2 3-2 (- HIRATA 15 2] 5 X7

{Vl(hn) < uVo(hy )
VZ (hn + An) < Hlez(a1+a2)5MV2((hn + An)_)

A2 1 (3-28) rT THEL LV () I Al THE -
Nt € Iy, WIS 3-1, ik 3-2 F13K(3-30) AT LAFS 2]

(3-32)

V(t) < Vi(0)ecre 2Pt (3-33)

;H\:E!II, 1= 2((11 + az)SMi + Zazdmaxi - ZalAmini + ln(,ul,uz)io
U e Ty LA

1
V(t) < M—ZVl(O)eCZe‘Zpt (3-34)

HAr, ¢, = [Z(al + )0yl + 2a,d maxl — 201 Apinl + ln(,ul,uz)](i + 1),

PR eCZ
X p=max{e, )y @ = An(P) 0 @ = (P w3 =yt

6Mzmax(Q1) + (SZLBAmaX(Rl)’ éﬁ/ﬁl\fﬁ(3-33)$ﬂ(3-34)@7%?5“;‘&%:
V(t) < pue=?rtv,(0) (3-35)

NTIRIE— DB RGIERE, T8 DEOKIIEER p. MRIEV () 1€ AT

gail
O ALIONE
V1(0) < wslIY, 12 (3-30)
A2 454 2 (3-37) F1(3-38) I 15
9O < [S2e P Wl Ve =0 (3:37)

MR T S 3-1, RG(3-19) B UF 2 B B IR p I 42 R R HUAR e
332 H M RES R

Y5 EFE 3-1, NS H IR R S58(3-19) I Ho T3 IR By i 78 70 4545 -

EH 3-2 45%E DoS Wiz M A iy dmaxs Tp € Ragr WTIES,>0, RIRIG
FREK, WIEIE A8 FEPEL, WA I g8 i 2 3 e PRV, DLACH iy € (0,0),
a; € (0,), w; €(0,0), emax € (0,1), HAFTEIEENFRIEMEP, Qi Ry W >
ORI B @ YE % IFERES,, 1€ {1,2}, 30(3-26)-(3-30) K L, AR AL AL
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A Ay
[ - A3] <0 (3-38)
[O2 ef oIl efMN] |
2 T ST
I B i <o (3-39)
I -1 I
* * —(6uR) 0
MIHEFI A DoS X (3-4) TR Si(3-19) & R e Eifa 2 JE A 8 B I Ho TN
ERAS
Hr,
0, 31TP1H3 31TP1H4
A1 =1 * -w 0 ’
* * —yZI
eIml + eIn? elHTCT eICT +elCT
A= I |
n? 0 cr

A3 = diag{_(Sﬂz/IRl)_l _(‘c—‘max]/V)_1 - }
0, = ef [sym(PI1;) + P; + Q1]e; + sym(e] P11 e,) — 3_2a15M3TQ193

o-2a16m 51] lRl 1?1“61
1] LS2

T ~
_ R, S
0, = e{[sym(le'[l) — P, +Qzle; —e 2a25Me§Qze3 - L;ﬂ l *2 I;l [2]’
2

e1 = [loxe Oex24]> €2 =[06xs Ioxe Osxisl
ez = [Oex12  lexe Osxiz]
€4 = [06><18 Ioxe 06><6]’

€5=[06><24 16><6]’
€, — €3
= Yoy el @ ey tes—es)
e1+ez ey e, +e3—e;g

H=1[0 1],

F; = min{u; ", 13,
F, = max{u; te?%%min g2@1dmax},
TEBH. T 50(3-31) ik 05 B Lyapunov B3R 4 e () # O HIFR £.45(3-
19) I Hoo PERE, i 2 LA T ARS8t
=t € T N Ty,

Vi(t) + 2a,Vi(t) + 1L (O1.(t) — Y2 T (Hw(t) < 0 (3-40)
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At € Ty i,
V,(t) + 2a,V5(t) + 1L (O1.(t) — 2w’ (Hw(t) < 0 (3-41)

FR4E 20(3-31) #4314 BX Lyapunov s %, 7 LA E] FHAZER .
Vi(t) = 2¢T ()P, (1) + ¢T ()Q19(t) — 7 (t — u)
X e”2010mMQ, () + 65PT (OR1P(0)

t
—0um P (s)e 2 PMR, P(s)ds

t—=8ym
—2a,V1 () + T ()P (1)

< 29T (P (T p(t) + Hz‘l’(t — Opn(t) + I3my n(t)
+,w(t)) + ¢T(D)Q1p(t) — e 241MpT (=5y)
X Q1p(t — by) + 65T (DR (1) — e~2%10m
X [(p() — p(t — ;) R1(P(t) — P(t — 6n))

t

2 T
+(¢(t)+¢(t—6k,n<t))—— ¢>(s)ds) 3R,

6M t—8m

(3-42)

2 t
X (P(0) + ¢t = Open (D)) — 5= ¢(S)d5)l

M Jt-85ym
—2a,V1(t) + dT(O)P1(2)
A0 =[p©) Bt =8 ®) DC=8u) 55 sy s

2 ff—5k.n<f>¢(5)d5], HRAE 51 BE 32, A LU RS URL

Sm—Bkn(t) 't—6m

V(07 (OO — Yo (Qw(®) + 2a:V; (1)
<17 (t) [2¢T P, (Taey + M + My () + My (6))

+efPie; + ef Qie; — e_zalsMes?Q1e3]l(t)
824 LN o—2a18u a1 [Ry S| [&
srondo -5 5 3][8
X 1) = N OWNen (t) + N n (OWn (1)
+1 (O () — Yo" (D w(t)
b, HRAE R (3-5)RI(3-8) AT DRI F 9 A2k
ni,n(t)wnk,n(t) < Emax [nk,n(t) + CHd) (t - 6k,n(t))]T

X W [1in () + CH (£ = 80 (6))]

RIE S 2-2 (AF/R4051H) A (3-41), 2514(3-35) AT LAARIE L N A%
Vi) + 2a,Vy(8) + 1T (O1,(0) — v20T (Ow(t) < 0L, I 4 414 (3-40) BT .
AL, R4 (3-39) AL, FBA A (3-41) AT

FAah, H(3-30)rT 15,

(3-43)

(3-44)
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Us 1ezollAmm — Uy ez(a1+a2)5k,n(t)+2a2dmax >0 (3_45)

E X EF (n) = pyte?@t=h) F (n) = e2%2(t-Mn+1), $}Ft € [0,hper), B F
F AT RAL:

hl+Al
Z F Do ®w®) - rf(On()]dt

=0 (3-46)
hitq
f B (D2 (Dw () — 1T (O, 0)]dt > 0
hi+4A;
%ZE%,ﬁﬁfembm+A@,
1 < e2x1(t-hi) < p2a18k < 2¢18min
¢ € € (3-47)

1 < e 2@2(t—hi+1) < g=2a2(hp+Ag—hp+1) < p2@20max

ZREBYIEFEM T, 4545 (3-40)F1(3-41), #F[0,h,pq1),n — 0, HLL
BRI T HAZER:

o)

f OoreT(t)re (t)dt < 72 f wT (Dw(t)dt (3-48)
0 0

BT, (O, < Fllo®)l,, o) € 1,[0,0), KT ERAEE Y DoS
Biti (3-4) F M R4 (3-19)fa ¥ s e, HARUEH,PERE. RN, 7N, RS
Ho, M RERR LT .

3.3.3 TR/ I

LR, FRATBE TS T UL 5 P s A 00 918 v 2 AR 42 i

EH 3-3 EDwﬁﬁ%ﬁ%m,%m,%eRW,Hi%m,&%ﬁﬂ
TR, WIZEIE AR FEPEL, WA I 8 U 2 3 e PRV, DLACH iy € (0, 0),
a; € (0,0), u; € (0,0), &nax € (0,1), Eﬁfﬂf%ﬁ%ﬁ%ﬁﬁimu, Uzzir Q>
Ri» W>OMEGEHEMFHEIES, %, 1€{1,2}, je{1,23}, FTHAERM

TN

Y

V1%ﬂ<o (3-49)
* 3
F4§5<0 (3-50)
* A6

TR A DoS Hifi(3-4) T 1 R 45 (3-19) 4 R e 4iha & H H A 18 58 I Hoo T-HR 2Rk
FEy . I ELEE TR0 25 0 P 0 nE 04 st AN A 2 R 48 2 by R S
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K =%,U7!
L=2x,U;t (3-51)
V =23,U0;?

o,

0, eI, em, elTIT +elTY elHTCT eICl, +elCT
A=+ —-w o | A= nZ I cT :
fox —y2 i 0 cr
&:m@{(&—wJ%JW 20,),~1},
e R R

@1 = T[Sym(ﬁll) + Ul + Q1]61 + Sym(el HZeZ) - e_2a15Me§Qle3
o216k 51] lR1 l 51

—
_ ~ - B ~ R
0, = elT[sym(le) —-U, - Qz]e1 —e€ 2a25M33TQ233 - L;Z] l 2 l [
i = [AUl —25,C 25.C ] . = [AUZ —25,C 25C ]
1= —BX; AU, + BX;,|” % —-BX, AU, + BX,
~ 0o -2,C -
M= ] T=[37
Ci1 = [231C  Z3:C], Cyp = [232C 23,C], €, =[0 25C], C5 =25,
U1 = ZIU111Z1 + Z;UZlezy ﬁl = diag{Ul, Ul}’ l_]l = 0_1X_1U111X07
Uy = Z1Uy12Z4 + Z5 UyppZy, U, = diag{Uy,, Uy}
EB. 4P, =diag{P, P}, ¥ XU, =P"1, UQU;,=0Q;» URU;=R;,

S 2T s g £
221

U; = 0XUy X~ T0~YMEBCU; = U,c, H, U7'=0XUix"t0"t, 0, Z %
ﬁ@"ﬁz’éﬁ@ﬁ?@%ﬁﬁi Xﬁﬂk%ﬁﬁ ﬁ(3-38)$ﬂ(3-39)7£15/\%wﬁ\u

Uwu;, =w, US;U; =S;. X]L?U—Z[

35X (3-49) #1(3-50) IEEU%%%
DAL, ARBEBARBEIRA R NEE 1

SR L I LS i e ) e A ) A )
Wtk sy € (0,0), a € (0,0), u€(0,0), ¢, e(o.l)o

1 MR 3-3 B BRI AR L, JEPAR ARV, PEhER

2 FELETIZIARIE (3-7) KREIEWMESH, ﬁﬁ%&ﬁi?ﬁ/ﬂﬁr (3-6) ,
BRI 224 17 20 R A B A 15 RIS

3 MR (3-20) (3-21)  (3-22) MW AT a8 w2 15 A A, A7 18 R
MR . EEBYR 2 M 3.
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3.4 MLzt A7k AR {7 B KA

AATLAES A DoS Muihi N R LS AL TE N K AE RS0, Jo ik B Hh 1) ik
T I S T i P A 0 90 e e A A o) e W [ B R A A . A
(2 s L FE FRER S A5 5, ) i ALk P 5 22 R0 O A £, () Tk ) i o g
RAFALE, 7 A okt — 0 R B & N Al ML P35

RAESCRRET, TNKEERASHSHE %, WA FHER.

BANZ € DoS Wi ZHA = 1.85, dyax = 0.55, 1, = 1.15s, ¥ pu, =
p, =1.04, a,=0.018, a,=0.043, &,=01s, h=001ls, y=+10,
Emax = 0.15

T 0 55 P s e A D0 908 4 A4 i 4 P Y 2 ] o B 3-3 SR AR 3«

—8.0747 0 0
K = 0 —15.8615 3.3874
[0 2.6006 —1.5022
10.5828 0 0 ]
L=]| o0 0.5745 —0.0024
0 0.0007 0.5872 (3-52)

0.0205 0 0
V=10"*x 0 0.0147 0.0344
0 0.0261 0.1715

(NG IN4 6 I I TGO 7 e = 8

SNT U T R M D G ) 90 7 A o) 2 0 ) R VR RS A RN 4% B
NE BRI N KRG, FRATE e EATEAE AT 2R L,
2540 TE N K THTME RGAE ML) 22 2 BB AE ] DoS Buidi . Bl 3-2 RoR
DoS W74, Ho#ir 1 ot RAE, 0 RoRBARHMIEEEL. K 3-3
2 3-7 ¥ 9El 3-2 firzs i) DoS Muidi T .. Wil 3-3 F1E 3-4 fraw,  Imfiis fE
R Z AR AT A TR AR 2 7 A 20, B 3-5 ol ErdEtlES. Wik 3-6
AN 3-7 Fro, T ok B AR [ R A 31 1 R ds il sk, B 3-8 FiTA 3-
9 43728 DoS Bk ™ B2 fid A R B FIRE N ] [E] [, AL 3-10 w] kN i S
il G W B AS S ORI D, TR I TR . SRR, T IE SRR TN
KTHIE 22 S8 EAT A R B I 4% 1 o

2

jEENEERENEE

0 E‘> 1‘0 1I5 2‘0 2‘5 30
i1 (s)
/& 3-2 DoS Bttt 751
Figure 3-2. The sequence of DoS attack

DosXifi [7 41
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Figure 3-5.

W i

i

i 17 32

-0.5

T T T

— R R R 2
— — — R R AR R 2

15 20 25 30
i) (s)

Bl 3-3 3EJA35 DoS Zray T ATz P BR B 1R 22 0 .

Figure 3-3. The response of yaw velocity error under aperiodic DoS attack
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Figure 3-4. The response of yaw angle under aperiodic DoS attack
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The response of heading control signal under aperiodic DoS attack
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Figure 3-6. The response of surge velocity under aperiodic DoS attack
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Figure 3-7. The response of sway velocity under aperiodic DoS attack
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Figure 3-8. The dynamic trigger threshold under DoS attack
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Figure 3-9. The release time interval under DoS attack
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Figure 3-10. The output signal in yaw direction
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Figure 3-11. The yaw velocity error response with f3(t)
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Figure 3-13. The residual response with f3(t)
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Figure 3-15. The yaw velocity error response with f,(t)
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Figure 3-20. The yaw angle response of different control methods
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Table 3-1. Comparison of control effects under different control strategies
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Figure 3-21. The trigger thresholds comparison of the two thresholds
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