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Unmanned surface vehicles heading control and fault detection

under DoS attack based on adaptive event-triggering

ZHAO Yun-bo Wang Lingren Ye Zehua
(College of Information Engineering, Zhejiang University of Technology Hangzhou 310000)
Abstract

For a networked USV control system with limited network capability and aperiodic DoS attack jamming, a design
method of fault detection filter and controller based on adaptive event-triggering mechanism is proposed. Firstly,
construct a USV control system, which considers the aperiodic DoS attack, external interference and actuator faults.
Secondly, for the networked USV system, an adaptive event-triggering mechanism is proposed to dynamically update
the trigger threshold to reduce the waste of network resources. Thirdly, by constructing a piecewise Lyapunov
function, it is shown that the closed-loop system is globally exponentially stable and has the specified H
disturbance attenuation index, then design fault detection filter and controller based on observation. Finally, the
effectiveness of the method is verified by simulation. The result shows that this method can not only effectively
control the heading of USV system, but also detect the occurrence and location of actuator faults while saving network
resources.

Key words: Unmanned Surface Vehicles(USV), Networked control system (NCS), DoS attack, Adaptive event
triggering, Fault detection filter(FDF)





