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ABSTRACT

ABSTRACT

When deploying deep learning systems in open scenarios, models will inevitably
encounter input data that is inconsistent with the training distribution, that is out-of-
distribution (OOD) samples. Conventional deep learning models have difficulty when
handling OOD samples and often exhibit overconfidence, which poses a serious threat
to the model’s security. OOD detectors can distinguish the OOD samples, enhancing the
model security to a certain extent. However, in open scenarios, OOD detectors are vul-
nerable to malicious attacks. Attackers can bypass the detectors by creating adversarial
samples, thereby endangering the security of the entire system. Therefore, designing
a robust OOD detector is important to ensure the stability of deep learning systems in
open scenarios.

Robust OOD detection requires accurate OOD detection even in the face of adver-
sarial samples, which is a challenging task. Conventional robust classifiers can obtain a
certain degree of robustness through adversarial training but lack effective OOD detec-
tion capabilities; traditional OOD detectors can distinguish clean samples well but are
difficult to resist adversarial attacks. Some studies have attempted to simply combine
adversarial training with the outlier exposure method in OOD detection, but the results
are not satisfactory. It can be seen that robust OOD detection cannot be achieved simply
by method transfer or simple combination. Instead, adversarial and OOD factors must
be comprehensively considered and optimized collaboratively, which undoubtedly in-
creases the difficulty of the research.

This paper conducts a systematic study on robust OOD detection, designs a robust-
ness evaluation method for OOD detection, proposes targeted robust OOD detection
methods for scenarios with and without additional data, improves the deficiencies of
existing methods and achieves the best performance. The specific work is as follows:

(1) Aiming at the problem that the existing work on the robustness evaluation
of OOD detectors is not perfect and powerful enough, an adaptive attack method for
OOD detection based on detection scores is proposed. This method targets the detection
scores of OOD detectors, optimizes and solves the in-distribution and OOD perturba-
tions from different directions, and creates both adversarial in-distribution samples and
adversarial OOD samples for comprehensive attacks. Experiments show that when ex-
isting OOD detection methods face this attack, the AUROC index will drop significantly
by more than 70%. This work reveals the vulnerability of OOD detection algorithms
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ABSTRACT

and provides a powerful evaluation method for the robustness of OOD detection.

(2) Aiming at the problem that existing works introduce a large amount of use-
less information when using additional data in scenarios with additional datasets, a ro-
bust out-of-distribution detection method based on the selection of effective points is
proposed. This method effectively selects the additional datasets through feature ag-
gregation and Mahalanobis distance to avoid the introduction of useless information.
Meanwhile, the effective points are integrated into the training of the neural ODE de-
noiser to enhance the robustness of the model. Experiments show that in scenarios with
additional datasets, the performance of this method is improved by 2.5% compared with
existing methods on the CIFAR10 dataset and by 4.8% on the CIFAR100 dataset. When
facing attacks, the performance degradation does not exceed 5%. This work provides
an effective method for robust out-of-distribution detection in scenarios with additional
data.

(3) Aiming at the problems that existing works do not consider the adversar-
ial nature and have strong distribution assumptions when generating virtual out-of-
distribution data in scenarios without additional datasets, a robust out-of-distribution
detection method based on the generation of virtual outlier values is proposed. This
method drives the feature points towards non-robust regions through adversarial propa-
gation, and uses the k-nearest neighbor distance for boundary point discrimination and
virtual outlier sampling to obtain adversarial virtual outliers. To ensure robustness and
weaken overconfidence, this method also integrates logit normalization into the train-
ing process of the neural ODE. Experiments show that in scenarios without additional
datasets, the performance of this method is improved by 3.7% compared with existing
methods on the CIFAR10 dataset and by 6.6% on the CIFAR100 dataset. When facing
attacks, the performance degradation does not exceed 4%. This work provides an ef-
fective method for robust out-of-distribution detection in scenarios without additional

data.

KEY WORDS: Deep Learning, Open World, Robustness, Robust Out-of-Distribution

Detection, Out-of-Distribution Detection
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ODIN X} MSP ATk, 8t il B RO H AR AT 4 e, 22/ 1

AR, BARKUL, 8IS — 2 R DL — N BOR IR 4a i R 2L

T, fE WX softmax {7/ 2~ RCR, A3 5508 :

/T
S(x:T) = max xp (fIT) (2.3)

>N exp (f;()T)
bRtz Ab, N1 3E— B A AR o0 AR N B 43 80 2E 5+ ODIN 18R 1 XY
SR, R N IR) B 0 i 7 e BX A, U 2% 38 e i I A R S 4 0 A A
DR ZE T, T AN

(2.2)
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B HOT i A e AT A T . REE A BUE T REERA, HERIR, AT
softmax /A% %2 25 B B W &g, TR AN

K
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i
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M) =min (700 - )" £ (f(0 - ) 27

B M (x) BRI 5 FoAH A0y BT 20 AR B, BRI I W R 2 A I RE AR
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BT E M ) T EAAUE A 1 o0 A0 W, SERIA T — A A A
MRS ERERBN AT AMEIN . SR BE S, —RE T ERERE, HiE
1 AT 00 2 A A0 B0 S 4 OSSR AT IE AL I 25 — R BRI F & K = 400
TIN5 AR BT AL 25 1) o0 A AME B AT I . H LI T BN s 1 7 vk
OEMI, MixOEPH AT MCcMZ3],

& 2.1 MCM HErEE
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SIATAME BRI KA H = A B B AR ISR, DR d T W R — L R4 2 A
A S BRI )11 25 B AT A AR R 32 A 31— AR R 70 AT A B8 o OE K fic 8 311 4
Ao A AN B B 5 5 38 50 43 AT 1) KL BREAE R IE WAk 30T DL9s a2 43 A 1 ik B 5
fEiE, HINgk B A As/ ML T ik

[E(x,y)NDin [—log fy(x)] + MEXNDoOlE [H(U; f(x))] (2.8)

Hoep DSOS AN R A3 A MBS, H R 38 XU FoR¥BI 5150 i o
MixOE 7y OE [tdthin, 8 id /8 8t b AT IR G500 A4 50 2 FE 0
6, RV TN ER R

X = min(x;,, Xy 4) (2.9)
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T
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RN B gD 5 5 5% A 2R SCAR Gt AT UG L, 4 CLIP AL A4 4o KR
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PSR X A AMS DI 25 (AR . — A W27k, — R e B 4 ) 25
W3R4T B X 0 o0 A R G3 Ai SRR AR IR AE e 23 8] s — Sl i & iR 40 1) 25
BEEAR T A AMEA . F WA TR I 2510 7 34 Ccs171. CIDER
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CSI ¥ be 2z 2 B AR 456 21 o An ANl o IR 6 b2 2] AT DU 45 A5 2
PAFEAT X 0 B IER R, AR T A A . 58 AR L 2% I AN,
CSIKHR G 538 J5 AR AR B SR FE A, ISR SR A v] LA 73 R 28 AT B A5 FE
i

CIDER | 2%S t 2 2 AR . AR A2, CIDER A2 ] 5 (1R 38 G A
AR JRAEREAS, T R HE Wt 3 — AR TE 23 8] 1, 7R 1% e B R ANk
BIRIZRAERL . R TR SA BRSNS A H FE, CIDER #il 7R %
EX PN

Loomp = —% i log —— (Z?”C(Ti)/f)

i=1 Zj:] exp (Z,- ”j/T)
Forbr z, BRI 2 (B IR AR R,y BRI ¢ MZRAEAY, © R T 46780
W B R %A R R DR [F) S ) B R A IS B 00 SR 2, 1R — R0 R AR 3R
B skAh, N TAERAN SRS B, CIDER iEKH 20 B
ik

(2.10)

C C
1 1 T
Lis=g Y log s X 1 #ijeti 2.11)
i=1 j=1

BILEAS R 28 0 28 ) SR A S B ae B . e ied S P SR AR AN S ] B BRCRT LASRAS BAT X
oy BERRIRAE S 8], AERF LS 18] A U SR B 1 b BT AT X 70 Al AR A

VOS &R oAl WA G BRI AT SMEAR B TR . VOS Rk 23 7]
BN oA, B

po(h(x,b)|y = k) = N (. ) (2.12)

Forbr p, F0R2890 ¢ Wy A, X 9oy ZEAERE . SRR Al
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= v ———exp(—Lv, — BT E v, — 2.13
Vi = {vl Gy 5|1 exp( 2(Vk Hi) (Vg Mk)) <e} (2.13)

Horb vy APGEH BIRAE e Rom KA BIE.

2.2 XTI A0S B i

AT X PTERE M RIAH SRR, BRSBTS B . A
T (R AE M8 B i WL BT TV SR B, SRS MBS AR (1) # A 48 I m
POETN K DARr

221 XS

H TR 5 ) AR RUAE ST SR ORI 1 s F 25 Fh e e 0N . B
Szegedy S N KB PUREAS LR, WHHLBGANEHT 2 210G, F5IK T AT %4
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+.007 x &
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B 2.2 XHiEAREER

B ER A, X iy R R gt A s I A e AN el Wi e, = S
HIRSRAR R R RS o I H R SRAR AT THEREA, KRR xt s, #
IS 5 R AFRAR RS . WE2.207R, AT REAR, i st
PBh, AR . AT AR BIE N IR SR THFREA RIS SURE A 15 SOFK
A2, 17> AR A 2 DL B AR DR AR o

XU BN A B e SN

l'l'léil'l [:(f(xadu), y)
(2.14)

st ||6] <€, Xy =x+6
Hodr s RorxTPihsl, N T EAMESNIRFT W ENE SUE R, PLah KRR #] T
S Wo LFRAWTVREE, HTRABERNS TXPRFEARMPEH f(x,0,) 55
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Xoqy = X + € - sign(V L(f(x), 7)) (2.15)

Horb e FIFHHII0BIRN, RTS8 A AT DU 5

BIM 7£ FGSM H2Aith_EAEH 2 UGEA, SRR IN— A/ NI sh R TEE 2 15
B RIS . BIM K B/ N8 2 0 S A A 45 5 3 oW PUREA (i 72 5
AAEAH, P TSR] ASRAS S 9 R X e A . R GE A, BIM A 1 B i3kt
Ak i KPR B D) ek BOh I P sh FE A BEAT B U)o SRR AN T

x;;}) = Clip {x;du +a- sign(VdeUE(f(deU), y))} (2.16)

PGD R 2 5 Psh 5, I SO RRESN S AN . PGD 2 —Ff
NN BRI B AR BOT ik, HP AR PR A S 7, 2 T XS BUIZRI
Wl KA K E. PGD 5 BIM AN[R i £ EAE TR S N & B BO AR
S e S S ES AW/AS W

adv

X0t = Proj { xt,, + @ sign(Vy £(/(<hy,) 1)) 2.17)

CW & — P TR B BT 7732, W R HURE AR (1) A B A R SR A — A5 i
FEA N &, RREBOIA BRI . AL
n%in D(x,x+6)+c- f(x+6)

(2.18)
st.x+6€[0,1]"
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[HFA).
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min
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e (), Gan)

min — —

6 ijl exXp (fj(xadv)) (35)

st.xy,, =x+96, ||I0]| <€

T 50 45 AR Tt DU 56 40 25 28 1 Beake ELAR R, 3 F— A

S FHAS N 23280 S (x) B AT AN &, DRy 148 o0 A AAer il 2 1R R 7 72 AR A R,
N IR AL 5 B 0 B ARAS— 30, BAZ AT HA Il 7 H ) B R 1 77 R AR A, G
B3 AFTR . BARKEE, XG40 AEAR x4, ik sl 3R R i & AL LA R
i) /g«

. d
min SOy, 56
id _ _id S Sl < ’
stox, =x+ , 6]l €€

Horp, JE I f/METRE SR AR X PINE) 6* 5, KA B R R 2
I 3 K S (o) IS, — EASIN O E N AN BIAE A S5 70 A7 S eI 45 3 2 s
RAWONIATIMNEAR . HZRN, XU A IMEARRIPLAL H b5 9

ood

n%in _S(xadu)

(3.7)

s.t. ngfu =x% 15, |I5]| <e
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® D

00D

B 3.1 2HEENE TR A

Horp ey B b R AR I 0 80 S(x) 3K, — EAR I BOR FAR I RE A Ja 70 A
BN A 2R R IR FIWOA 70 AT AR . AE N ITRITHE T, R i A
FEARRI A WP SMEARE LA B ARAE A S BT

XA R IR, A INA R TR PGD M 34T 2 UGS X
TP AT AFEAR, HIERAHN:

xtoh = Proj {xt,,, + - sign(V,y G, } (3.8)

Horp t oRWEH B, o RRERDK, Proj RN FARAE R ARIEIE AR FE
R BNIRE LR .
SRl #% AT AT 22 Mokl o> 38, R4 3.6813.7, N T T RCH R I
ol 5 SRS AN [F BRI 0 2 B G N R, AR SEBR B EX PR AL RE ) B
KA EAL R T EEAT INE . anfEfEH MSP 3 it , AR R BUREAS A4k B
WA
e CXp (fk(xizdu))
n’%m Z mI?X X ;
i=1 X1 exp (f(xg,,))
i RE 2> BT, R4k )N

(3.9)

M
: K [, IT
min 214 ~T - log (ijle i Xadv ) (3.10)
=

{65 71 BRI, A1y
min Y min (f(5,;,) = A) 7 (f(x,) ~ ) (3.11)
i=1
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Input: 73 A AMGINES G(-), faill 3% SC), HRENL T e, Wi b2 1, ISP K a, X
KA b, B4 Dy = {(x, YD)} Doy = { (X1, y2°D},i= 1, N
Result: XfHirEA x4 xo!
1 forn < 1to [%] do
fori < 1tobdo
if x; 797 1 $( 3% then
| L(x) = S(x)
else
| L(x) = -S(x)
end

end
for j « 1totdo

KXiyep = Proj { Xigh, + - sign(V.g, £CX1200) |

o ® O N AW N

—
>

end

—
—

end
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INTTSEIH SRR E N € = 4255, t=5, a=2/255.

AN LG 5y AR -3 AT AN AR S AL -y An AR AR b, T RAN G A A
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PRI 23 AT AMFREAS B AR L T U T & A B 4R 2 i JS 19 AUROC AT FPR9S R 4%,
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TG AL, BEEIEACD KM, AUROC 2IUE R FA A
X2 T RS KBNS SEBIE RSB A kA 1k T, B DB MR
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AR /N E I AT AR A3 A SIS 3 B AN TR B T B 3 AT R B
3B & S e A I E K 3 A BT R B . K S O B N B R B i A
e =4/255, Bihid¥ie =5, BB K a=2/255. HITReE D BEELER, AT
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AT AN ESE 137y 5t 8 AT R ) SRS 38 R IE J5 1) 20 A7 M A Sl B A T )1 2,
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o
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K41 BESHIMEIUIRER
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2 00D
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SMEE o o T A N RE AN 1453 AT AR AR B TR ) 72 2 A A I 7 2 AR
Ko FEXRPUHERIEE S, BT Z5H BP0 AR AP oA s . et
A1 A B RE 8 0 B R D 24 FL RO A A A AN, A HE 5| R R G S &
GEIEHIBAT s XU AT AN AR I 30 G Ao U #48 FLAR o 20 A N BRI, DT S
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T AR 53 A7 AR I 2 BE TR BE R % 0 70 A AR RIS B A A E A, —
ST A B R E B R 1 AR, W4 2F R XS yEAE ISR IR 5] N — AN
SNV BN A AT AN RS, RIS A SN R AR 7 AR A A AP BUREAR, DAE XS
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94T BN T RO Ik B B Sy A AR I T s
real ID perturbation Adversarial ID i

v A
* — /'Lid(x&dv
(f B I
P

Looa (xood)
real 00D perturbation  Adversarial OOD

B 4.2 NHREHMERETEREE

I 70 At N BUE SR RIS 3 A SN B, 3RAS BN R 2 B B R TR SR 5T

SR, A A 702 ARSI 1) a2k RO T2 1 B A % i 1) 2 AT A I 7 v
ZRFEBEDTON Bk IR AN AR S 7 B 2RI HL S 00 A R REAR
AR AR, RIS EE A A . B4R Bh B & R /i ok, #5 Fnidk
BRI B 0 A MR AR AE AN 24, 2 3 B0 B A AN BE A R R 0 A
HMEAFALE ,  EL 2 A5 WA 288 i ) 455 58 9 73 A AMRFAE AN T S22 AL RE T o 5 T A BLA
NI AT HMER S A A FEAAHSRIEAE, W5 N KRB TAE R, EBAC
VEAS H B RFAE T RS R I Zrad 7 AR 5

BT L )R, AR B AR Y T T A RO I U A 20 A AN 7 72 (Effective
Points Select on robust out-of-distribution Detection, EPSD). HA&K Vi, %7748
Ao PR B B 7 A1 SN EHE B o AL 20 AT AR ASBEAT v RO U 2R DASRAS 3K R ) TR 3K
T, IR AR AR TS o) 700k P 3R AT 25 R A AL 50k 70 A1 PN AT 23 A A1 N
HA GV 726 AR BOL R, 27— MR IR R IE 50 BMIC 4
NZEA], 12245 18] LA R B AN 08 73 A A o g A B o A &1 B0 A S5
B ZA A Ja, A REE S T 50 A AN 5 A FR R R B, DAz /N
BOHEATHER, B EEIT AT N R RV N RS BTN R IgR, R
RO A POREAHEAT I 5 o 8 0] 4 Bh 70 A1 A HEAT A7 i e rgpkade, w7 LA
AR 2 3] B AT A AE BN B S i 5. O T IR X BRI, EPSD
KHPRE o TTRE IG5 & S T R BEAG, FERMIEZ AT X i shif L, 1271
T BRI RCR .

=

42 [a)RAEIA

FEALGE AR AN o, AR AMG IS G(x) 7 ZX R — DA x 45 A,
HI I W A\ 2 73 A WAEAS (ID) & /2 0 A AMEAS (OOD). M AE & F 3 A Sl
TN T PIEBOE, AN F AR TR, IR B TR A 1)
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KHPFEAR X 0,0 B ATIMEI S XFHUFEA 73 XS H 0 A AE AR 73 A7 51
FEA o XL AT WAEAIRE SUE B2 A A, (B TE8I 7 s, 7 Aidhie
M AR N Aok, A& T
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(4.1)
s.t. x;‘fiv =x“+5, 6] <e
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G LRI A AT A REAR o
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BI Yo n Y,y = @ EUIZRIIRE K1 SRR S G358 S 46 70 A Py Kcds SR R4 B 5
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43 EXigit
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) FH A0 22 053 7 FR R AT 3 — 25 (R Bk
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5K

l effective point

B |
real OOD . 's'
00D feature
E select
L |
*' I

projection head

._ ID feature ID
neural ODE N
real ID robust feature - 00D
extractor

classification  detection score
head

K 4.3 EPSD HiEHELE

HEHE BT, MARBREEE N EBRRERIES DR SRR R,
AT A SR IR B B R RRAE ORAF TR DAL S SRR HON R, A B R e 52 X
Al RHAT I Rt A . b, B ERRHIER IS H— D& Uil 2R S
KRS, Bz A0 softmax |7 F 4 5 E NS RHEFR LA -

BRI ERE— M4 ODE BRI — M k. 14 ODE ik
TR PR AT £, RSP CIER . Bk T M4 ODE fai i kr
TEB S BIMIRAE BR8], FEAE LS IR 0 A N RE AR AT SRR A I B %250
G3A0 B R 8 R A IR 5l By 2 AT AN (R 5 e AR — R Zhd, T ER B
A AN R &N R SR Y ) S IR, DA/ N5y IR S AT HE P, JRAE T —%8
R Ot Se Bk B B/ IR 25 146 B 20 A AMEE AR 3EAT I 25

55 =By BOE I 4R R i D SR B bR 25 7 ) vh IR 3R B AT A an il 73 2. AR
I ATHMREARRT BT B, LARCK softmax {BAE Jy 70 A Al oy 5, & BB REAT H
SE o K softmax {H & T BUE FIFEAFI B N34 N, ART BIE BIREASH I 9 o3 A
b

41



4T ABONECR Y T A RS L e A SR 7
432 ETFHEEEXREMEELHMHE ODE KRS

AR, FET M ODE [ 47 22 M 48 76 % HU 8 B ME AT 2 1 RLIEF I 3%
JLIS9O1] | k2% ODE 22 M S 7E J5 70 2% S M 1 vh ) R A ON T — /S 22 SR i, 74y
fF 2T A HEAT 05, B R RRUR SRR IARE T, FIbA SO 33
ONF 53 A A TUAT 55 7 DL S M Pk . 44 ODE [A% 0 JELAR R 7 4o 28 o 45 0 Ay
—AENERGTOV, HORZSBER AELEA L, HoE A NBARIE N IA K&, i
Sk SR AR A P2 W 28 S EAL T TR, A58 R GEAE A IR 1) 2 RS, M
M S ER A ROE A BRI AR . — N2 ODE 1 — N4 44 Fil ODE 3K iRt 3 41
A, AN 2(0) AU Z(T) 7T HBA R R -
20— foteto). 0 (4.4)
iz 1 [0,00) > R" RIRHZ ODE KPR fo : R" X [0, 00) = R" FoR HIKLE 6
SHALMIR L, I Ak 2 % . IUE WSO e m], A sy
TR AT B L0 = fo(a(r), BMESEHIZ ODE HIATH 5k FRAS )
R SE IR TE 6, 7E BRI R AT AT A4 i) B 497 O LA B (e RS, A ST MM
ERERI B E «
$ T AR RS 2O = o) TE, 7EHWHEAT S ML, 4 Hartman-

dr

Grobman & 3 Al HAT NIES 261 KRG fl. BP AP aEZe M KRGl -

I GED 4.5)
Hp 2 ROR ARG PA7 A AT 7E P4 S B, aT R R G0 A
RWFFERGIFE M. A RF e 3w, M HEOCS T BE A FIFTA FRE
ﬁﬁﬁﬁi%ﬁ,%ﬁ%%%9=ﬂmﬁﬁ%%o@ﬁ%%%ﬁ%%ﬁ*@ﬁ
z(0) N —AN MBI 2(0) J5, 2t — oo BIF |2(t) — z(0)]|, — 0.

AL DL B S5 R M BT B A PR FE AT AT . FERR A R R P BLE 1TS
T, RN KA Pl s A, R4 ODE fii\ z(0) J& F f & = 3 ise
N, BAE T BRI 2(T) A2 2300 B . Kk, #14 ODE 2
G E SR 2 E AT SR T AR I R4, A Z BRI I REm . 25035 1 KA
S8 VAT R B R B0 ek 55 B R AT AR A M 7R I 2%, X TP RS AT I 95 AN
1k, MRS LB A . Bk, S F—A4 ODE i s, #heiEid
VI RS WA L R MERT LU RE V £ (2) B SR, HAS I ZRM N\ 0 4= i
FPT 55, AT N AR PTEA RR

R ¥E Levy-Desplanques EH, XJF nxn FITEE A, HXMERER i,/ < n ik L
Al > X2 1AL B A BRI EITR o #RZTEL W A BTARHAEE A
FuSEEk. Rk, AT fdi% NALT#4 ODE 2t i R P17 s b, L8 iR
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AR VAR
min & L(Z(T), y)

st. E, [Ifo@O)ll; < e, fo € C'(R", R,
E, [V/fo(z(O0)], <0.Vi=1,-,n, (4.6)

o [ 109 £o(@OD1] = Y 1V fo@ON]1 | > 0,i = 1,-
JF

Forft, Z(T) %5 ODE [t 125 th 2 5et o S P& i 5 8 v 950 26 B 4L
LRI, BRI 2(0) H6E T2 S T00 4 LUl
FETT R M o 0 2 0 2 A OK 38 = T4 (T L e L £ 98,
B0 Al > X0 1A
TR A2, EEER AL ik B AREC A, DRI A ks B
B K A7 AL

N-1 n
1
mglnﬁ lé) <£ (zk(T),yk) + a1l fo (zk(O)) I, + oy 8, (;[er(zk(o))]ii>
(4.7)
+ a3 [Z( IV £o(zi (OD1] + D 11V fo(z O))];; |)]
JFi

Hrt g SEBHOE, B g,() = go() = exp (-) SR I F AR B AL,
ST B 97 1A IE AT S«

(e R AR, H0Z ODE (NS T 05 446 P N L B 4 A
SN, B Z = Z,, U Z9 . [, % ODE 4530 40 P4 AR A Ui A
B, B, T MG, Bk £ RERE R
RS AR LB h(z), AR BB R AL T

hy(z)
—log=>— , yeY,
L(z,y) = { Ty i@ & (4.8)
‘CCE(h'(Z)’ UK) ) y € Yood

Horb hy(2) FoR i E R ETE4EE | BIME, Ug Ron K 463950504 SR
R, HENET AN, WA O 88055 HRAN R T Aok, Wit
SIS BE A0 B KL BUZAE ik .

433 ETREZFSIMFHERERS

%Tﬁ?&ﬁ’]ﬂﬁﬁ%ﬁ%iﬂ&%ﬁlﬂEI’J/WFH&M%% 8 S BE AL B3 BN T AE
BEIN, AHEZRF RS RS A sems, 8 50 A SMEAERF IR 2 18] 15 2% 438
) FA) B T SR BE AT 1R R
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A prototype
ID embedding

il Lprota

> Lg;s

Z(m) ® ™

K44 REREREHE

RFAE 5 42 1) SERE R R 28 2 5] (2880811 i 2 51 S g AN ) T2 50
RENZIER AR, FEM A2 R AR BZRPEAIRF AL,  MTI R AT 28 8] BE 5
BRIVRHIERIR . 8 AR IR B A B R AR AL, SR A2 S IEF Sf Xt aE >, (8
AR Hi 2k : N

b § DS

S C exp (Sim(@(z). p))

Hrb p, RonZ j MIERRTR, ¢(z) ABEZERIIRAN, B AR TH R AL

RN SR AL 2 [ ARG o X b ST ] DU A5 25 R0 IR N AE 12850 25 RV B2 3
2R N R A, B oAb S A

FABLRE T SRR R AR SZAHALE s XTI papj, RIZHPUEZ TR A XN
Di " Dpj
p:lllp; I

(4.9)

cos(p;, pj) = (4.10)

R BER Sk e B N AN BB AT VA — 4k, R NG 7 S 28 1 4% 5% A UL AT
NI R cos(@(z)), p;) = P(z)) - pjo BT HURE A

N
1 Z exp (P(z;) * pe(iy/T
EprOto = —F log C ( () ) (4'11)
i=1 =1 XD (¢(z) - pjlT)

— RO, SRR T B RN ST IO I E A, (B R AR 2Rl 4
M ST AR AP FEOHEE IR Bt — BCR 15 88 3 T 21
SRS SR i A AT B -

p. i=ap, + (1 — a)p(z),Yc € {1,2,+,C) (4.12)

N T BB RTINS I 2 1Al I X0 L, RGNS 1a) B a2k LA KA
BTN Z IR A, AR A AR L B SRIAI S R RO -

C C

1 1 L pipe

Lo =g Y log X 1 #i)ePP! (4.13)
i=1 =1
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R, RIS R M R BB R AR A S HE R AN 4l 5, JFE A AR 4L
BEAT RS, PRSI S A AT 3RAG SR N RS R B AL BE R . AR
N

L= Lo+ 4 Ly (4.14)

434 ETODRESHEMSIEE

effective point

___________

_____

z(0) “A---

| ODE
Aeural o Mahalanobis distance

projection head

45 AMEERrEE

A B SK LPaRAT S R, ) Ar 3o o0 A S B AT A RO e B . B
PR, EREFEUIZRT, B i S S DSY hBENLEkIE N AN N
ATIMEIRER Sy BN Sy IS5 0 A0 A SOV S E A RO T A%
Ik,

N T TR B AT SNEEE S o0 AT AR UL, FEBG 2 T R A T BEE R DN
TR AT B . A5 0 A SNEEE 5 0 A IR AR A BUN RS, WA %)
A AN 5 73 A P REE SO ARTEL, SR BCH A T SRR 3R A5 3 A A AN S Al A 2 ]
TR BRI S TR IRRIN, BRI E— N1 i3] R AR R
oA, AT TE SR -5 0 SR 2 8] (PR s DLEEAT TR 1E

A8 TR A B IR AR N iR N TR B 5 7% S IR B W] LA AR
HEAL A PR B HE K RS AR B AT AN E, IF BB RE 3 T Bl 4E &
ZRIAR RN, FE AR SMSIIAE S5 o AP RBCR . T IREE S T A0

dpana® = (O = i) £ (f0 - 2y (4.15)
FAIE g R 2R 3 I LR A R

o=~ X 1) 2= Y (fx)-R) (fx)-a) @16)

Cily=c ¢ ily=c
PRI Sy TR A, BHEE R SLHT R AR B IR AR R
(z2)o FHRBI ARG A KRB E &, HI B A, @i 25
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B4t AHEN R ST RO IR S i A S I T v
JEATH S p, PR IRERES, IR/ 5 IREE B AR AR E FE

M(z) = min (6(z5) = ) £ (d(z5) - p.) (4.17)

IR M (27) FDAHREIRAE Sy TP AMEARBEAT AN BRI HE . B L
Kt S AR BTN M (27, WA HREEIT o0 A A B0, IR kAT
IZRPTERAG R SR S ol % o A BRI ZROE ] m AN BN 3 A S et D aT R
HEF eI Sy HEIET n DFEARVEAR RS, ARG BN RN 70 A Edfe o

435 FWIMNENTE

TEx04.85, % T 731 P 408 XA L 72X B () one-hot A5 %5 B A =1 1 softmax
1B, X0 A AN W 36 Fo i B T ME AR . RIS n] R 5K softmax /E
RT3 E BN TR AR — N R (h(2), hy(2), -+, hg(2)), H
MSP 73409

S(x) = max ——r ((2) (4.18)
g zjl'ile"p(hj(z))

BABKR S(x) B AFEARRAZ AW AN, R A EBUEIE v 15 R
FIWrbriE, WA

S
G(x):{ID, W S(x,y,) > 7 4.19)

O0OD, WH S(x,y,) <y

44 SLW5SH

AN @I et SR EE R b, BRI AR A SRR AR . VY
fRbR SCER U E AN B, IFREAT 1Rt — 0 AT AT T AL Z 2R BT

441 HEES5ITENIEFR

FEVIZRM By, A Z 10 70 A A EH S 488 FH 68 0 At 4/ il 938 FH 1) 2= 44
i N AR EE CIFARIO0 A1 CIFAR100. 5 R A SR EREZ N HiE—F, FHAEA
8000 /7 7k A 1) Tiny-Images FHE S AE AEMS M4 B /0 A1 A B 4

FERERLAA R By, A5 SR FH B 2 A ARSI s FH ER J3 A1 o0 S v BHts SR A
RN AT N, B LUSN. iSUN. SVHN F1 Places365. iX 8475 S $ 4 S48
ILFEALE BT R R REEE HLH 3 & 32 x 32 K/, 5 CIFAR 4 K /M — 2.
FESZIG TR, A0 A0 An N E R S5 2 CIFAR10, JUPKF CIFAR100 3 PUAS B 4 3L [
VE R AT MR SE ;s #5040 W EHREE & CIFAR100, W CIFAR10 13X PUAN 4
S ILEE R AN R &
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554 % ABONIGREIS SR T RO U & A S M T
BRI AT SIS PR BOE N 10 AT AME P AR AR AR AUROC
TRV RS o

442 SKENgE

PR E S LA BT ER A W0 28 48449 28 WideResNet-70-16, AH 2 W 48 45 7 12
BRI T 0 1 S F bR B PE RobustBench (82, B H A BA M B HERER T
EBL I RS — B NG ERIER A . X T4 ODE £ 1g%, AR J7ik
556t TAR R —8, MAMEEEREANS TN T, BEESHN
aj =1, ay = a3 =0.05, FHIE]IT =5, £ ODE MR EFFFFJE 14 ODE
K AR FE torchdiffeq’”, {#H 5 By Runge-Kutta J73% 3R . FE8 FH W 2 4t %
2, HHEE N 128, B8 A =1, a = 0.5, Hi A P 2 A EbR ST,
£ CIFAR10 %445 FHrtH 4558 10, 78 CIFAR100 %445 F% 48 5258 100, {6
Fi SGD 1ENRALES, WILRZ I H A 0.05, R HRZE SRR, L%k
50 4 epoch, LK K/INA 128, MR IE B B B2 26 7 i OV st e, Bl o A 4
B N oA BRI R 6, IE 2 n = 100000, HEEUEE A% N = 400000,

DRI E],  E XU A B E N E ] PGD Bk kA B BUEEA . TR A
MSP YE R A M 73 0, AR 56 == 10 B H @ B BGE J73:, 6 T 00 A A
AN A /ML MSP 7380, 0T o0 A AMREAR B f RALH: MSP 70 %, 8 1 IRIESR
k1, PGD Wik S Hk B oNEIIL A e = 8/255, Widib¥it =100, &fUEK
2/255.

443 FEBIRESHD HIMLNXT LKL

AH5 5051 LA CIFAR10 F1 CIFAR100 {E 434 W IR &, 5 2 Rl kit 475t
Eb DAIIE B A 52 BT VR B 2k . AEXT LRI 7, AT Ron i wt il Zr3k 15
(15 28 H MSP 7380 AT A bR ill,  DUR I B S 4 7 R 3T B4 5y
AAAMSE I I PERE, (B REEAE ) A 4b s . OF ubniE B E &5 7%, KA
T RB AT AN AR R R FEX PR AR AF/E. ATOM. ALOE. ATD 7 1)l 25 ]
ELREAT B 3 A SN 7 A0 B o A AMREAR AT X Bt Il 25 REDOE { FH CLIP
REAY o (R A M AR 20 A AN B ;. AROS ] T #8142 ODE #55u{H 2R =K F 4 B
SIS, N T AT LA VI ok R A R BE LG 336 1) S B VAR 0 o A A B
#, 1N AROS+,

(1) 54 N EdE A CIFAR10 5 ELs2i6

FA VIR T AT B SE N CIFAR10 B 5% B St 25 B . He Al 28 22 M
RN THRFEAR T AUROC Fabr, R4 M R 7R [F I Bl 23 A A2 A7 4k
FEAJG ) AUROC 4845, AUROC fEbRE KK R MERe LT . AT R R ARIKE
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W4 E AEINEERE BT RS R A A M I T 2
< 4.1 CIFAR10 ¥iEEE _FBEwHI/E AUROC TR

T CIFAR100 SVHN LSUN iSUN Texture Places365 average
AT 60.9/31.1 73.3/28.2 68.2/31.9 69.8/34.6 65.5/33.2 52.3/26.4 65.3/30.9
OE 90.0/1.3 99.5/6.1 98.2/3.6 98.6/3.5 97.4/4.8 96.6/1.7 97.1/3.6
ATOM 94.2/2.5 89.2/5.8 99.1/1.9 99.5/3.4 98.1/6.3 98.7/6.5 97.1/4.2
ALOE 78.8/17.0 83.5/27.3 98.7/51.6 98.3/50.4 95.4/45.5 85.1/22.8 90.8/34.7
ATD 82.0/38.0 87.9/37.5 96.0/69.0 94.8/66.8 93.3/65.2 92.5/60.7 91.6/54.6
RODEO 95.6/38.7 83.0/36.9 99.0/86.0 97.7/79.6 95.4/69.7 96.2/71.1 95.5/62.5
AROS+ 90.4/82.4 94.2/88.7 92.1/84.2 90.7/82.6 90.4/81.2 92.9/85.1 91.8/84.0
EPSD 89.2/86.7 90.3/87.8 90.0/86.1 85.2/84.3 89.3/83.1 90.3/88.6 89.1/86.1

WA AME I 738, B — AT RARTESREH 7. B—FIRRAF A6 4 5
LM, HAmHME R AFEIE- 50N CIFAR100 F1H 4 FLANZ-73 0
SN, e — AN N R AR A5 R 1E

iR g BT, fE CIFARL0 4884 7 A W 8dls 46 I5F, EPSD fE R
T SVHN S H AR RS H#EUAS 1 S5 i 0 & o A A It e, IF HoS AN
Y b3 E B o A M I R B AL, PERE LU I 7 R4 T 2.5%, UERH T
AR EE PR T IE AL . EPSD S AT -0 A6 4037 5 T A E At 7 VR A B A 1)
AP, PERRIRTF 5.2%. X /& H TAEILE BB A AMEARET, EPSD EES 7 Ah
PIRE AR LA 5 i AR O B 5 s AT N S, BRI T BECON R R S 7, TRk
BN T IE-S3 AR AN R HIIX 50 . EPSD BT REA ) AUROC $EA5AH EE T3
ik B —E 5%, WRELATHur 7B, X R RABA SRR 25
B R TR BRI R B, B MR TR R A M B 2 TR 75 AR 4R AN [R5 O
HEAT U o

Bbak, fEEHESAAMEN R AT Il OF ITEREREZE, & 4 2 % FInH e
BEPERVE R A MG ) ke ST AT TS, B TR = 40 A1 Sh s 145 12,
5 IX 53 AT AMREE R RE 77, A0 S8 B 75 (5 ) 43 A A Ed B L5
MEEAT B8, X F OE i, MALATE 2 (0 — B2 TR 5, RN 2o F
& FRRHIEZEAT HIWT I RE 7T, Pt DU 7545 2 Bl 0 iy B ik B o DAL, 29 AT A0 2
I SR PLBEE B o A M I 2 BLAHRC IR, P 7R ZE IS & .

(2) 4 WEWE N CIFAR100 fXT L2368

FA2REIR T 43 A B CIFAR100 B A5 ELSzae 45 51, 38 B i Ak
SN “ BT/ G 7. Ho CIFAR10 NIE-rAi AR &, AR N2 A 7
R
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W4 E AEINEERE BT RS R A A M I T 2
< 4.2 CIFAR100 B8 _FBdEIE AUROC TR

WARES CIFAR10 SVHN LSUN iSUN Texture Places365 average
AT 55.8/42.7 65.2/55.0 60.6/49.6 59.7/50.3 54.3/49.4 57.4/48.3 58.0/49.0
OE 88.5/1.1 89.1/0.6 81.3/0.9 83.6/1.0 88.1/1.2 85.6/1.4 85.9/1.0
ATOM 87.5/3.7 92.8/5.1 96.6/3.2 96.4/3.1 93.9/5.3 94.8/4.7 93.8/4.0
ALOE 43.6/3.0 74.0/19.3 83.1/20.7 80.1/22.1 79.3/18.9 75.0/14.1 72.7/15.6
ATD 57.5/13.8 72.5/29.5 89.2/49.4 86.5/47.3 80.6/39.4 83.3/41.7 78.3/35.0
RODEO 61.5/30.7 76.9/33.5 98.1/84.8 95.1/71.3 91.2/66.9 93.0/68.3 86.7/57.6
AROS+ 75.7/68.9 82.2/72.7 78.4/70.6 84.1/72.7 77.8/68.4 80.6/71.9 80.0/70.9
EPSD 76.1/74.5 79.5/75.3 81.2/76.4 79.4/73.1 76.3/71.9 78.9/75.7 78.4/74.3

ST R EAE AT AN, £E CIFAR100 Hdfs 44 o0 An W ElE 4615, EPSD 1L
15 7B B A Al Ve e, - A bR S EYERRIR T 8.1%, “TIifERE
PETF 4.8%. HRAITHU AR HAFLGE S, AT IVEEE- AN E FEBERK
R, AER G R T — R TR AR ERE T

444 HERSCIE

AN IR A A 45 A% O A R SR AT AL LS, DURR A E Ty
A A HAF AP IR B BB . BRI, AN TR BRI #4 ODE %
Nsf 58 1A 2050 o A L B BE AT R 3 A o o M R A B B A 3 Rk R FH — AN R 5%
PSRRI 7 K28 L i G — 25 S i S RHESRELES ;. M4 ODE %
AR RV Rl R FH — NN 2EAT T A A 38 ke 22 AR s A R R BUE BR (1) e
A BEN L% 3 (0 S M 34710 o 5236 AR LA CIFAR10 1 04T 48, CIFAR100
VE R AN, BESEONIEhA T € = 8/255, B B4t = 100, &P
K 2/255, DL AUROC fENPEREFRFR. THARSE RAR43FT7R .

*® 4.3 EREREER

WHE | BRI M4 ODE kM ARUTIER | AUROC
A - v v 60.1
B v - v 26.7
C v v - 81.4
D(ours) v v v 86.7

FEBCE A, BRI PR A0 09l R RFAE SR SRS PR RE T R, 1K
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FE RO LE 5 & MR RF ISR A, 38 R AIE PR H s B 5 52 BIRTHLa sl (2
ML TN BN Ja R AL A R e 3 B 28 R A A iR AEBCE B 1, Sk
TERHEL U R PR A 22 ODE MU 5 My ANBEAT 11 AL I 5 P 3 e 5 22 B
RETHIUFRIME, AR P8l 2 BRI 5 SRR B M1 7 K 1 RE
RETBE; B C KA RORIE RO o916 e B R B R I BENLIE L, AEA5 I 2k
AR T HE BIF BRI A K&, MG KL T . & D
NABRMKITTEL, G367 EIRE 7 RIHPERE.

445 BEYSHEN

AN 8 T ) A R SIS A3 AT AR B T R R R S O T T iR R R AR R
Wi Jp AT S8 EdE: 594 ODE #HUH G-I 8] T, 54 Rsd B 5%
PIE R N SR REARMILBIA T e. L. CIFARLO 1F 73 A1
NEHES, L CIFARI00 1A A b a5, 18 [ BU 3 Af 3 A 3 A S8 )
&L T LA AUROC 1E R PR VAN PR BE -

(1) BB 1] 4y A SR

FEMZE ODE AN [F] B AR 43 5F 18] R 43 B B 4 B [B] 0T € 4 40 A A0 s DU 1 e 1A 52
i, 25 SR E4.6T7N

80

70 A

AUROC

60

50 1

T T T T T T T T T
1 2 3 4 5 6 7 8 9
T

B 4.6 AREFSEEEF AUROC PERE 22 E

MR R, ARy I TN /N 2 3 U AY )& e o AT SRS EE R B o AR IS
[B/NT 5 06, B R I TADROR AR T () B W 20 A S I R RE 38 BT 7
RO IAIR T 5 1, AREE KA 70 I TR BE 5™ AL S T B o 30 DA PE 2R
T KA EVEBR I ORIE N, XA INTs) 5 223d 14 ODE BB 2 B Hiiesk
FEHHT A BTBL, I/ NERR G I 18] G B AN b RS E T T, AT i
RIS HEAT AL, I SR B2 52 2P B BRI 52 -3 2508 20 AT A s
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VEREARK o 17 =4 AR 73 IR [T N, ORI 22 (R 3h w5 A A2 8 RIS TR) AL S 811
s BRI AT SN IR REIZHT BT, B DART-EBUE L BT . i a B
WS AR T B S AT BE & T 22 ODE s il i BE A 70 K, BUER & AR 2,
RIS TR KR, RTFIRZEM | A4 ODE H SR MR AERA LM 115 5 58 i 55
B AP, IERERER R R

(2) ik MR M S

RN ZRrR, AR R BORAS 253 AN B 23 A1 S a5 rh R AL
P AR A 28 KR DA 23 B HLOX B 0 A AN IR BE RIS, 5 R 4.7 o

100

90 +

L

80

AUROC

70 +

60

50

T T T T T T
100000 200000 300000 400000 500000 600000
N

Bl 4.7 AFEMREREER AUROC HhEE £ K

ot BB R AL Rl RERC REALIZ B A %1% R B0, AUROC fiahr i i 2
BLETHES, HFsa T PR, X2l TR L R 80 in, AL ml i
A7 00 I At B 2 A R A 1 5 A A REAAR LU A RO, AT 1S5 )
ATHMEIVERE_ETF . ik AR RO, SRR E A RO A S 0 T
HE, PO LI PERERUR. Zikik SECRBIE e MU, R B R ATHRFIE Y
ARRAGH IR, Fr LAE AT e IIE RE ST MR LA/ N TP R Ea kR
Y, HER mBCEOK, R R TR S B AU

(3)  HLahia ot

PBhIG TR By s B (KD, il B A R P ahad 5 DUk i A & 05
PAEA R BGE R T HIPERE, SR W48 .

ST MR R RN, B Bt RGN AUROC 3838 T B, (HAEBCRIILshia
T TR BE DR i O B e AT AL BE 77, AE DI 0y 8/255 I PERENL T B
2.8%. EPSD HIPEREAR HBLE3. 29 K T B oL, R T B &Rt
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